
© 2018 Sectigo. All rights reserved.

Web Host Reseller  
Program
How to Use Your Account to Implement and Start
Selling SSL Through the Web Host Program
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1. Introduction
The Sectigo Web Host Reseller Program gives you the unique ability to integrate the Sectigo 
range of SSL certificates and TrustLogos into your own product offerings. In turn, share the 
benefits and cost-effectiveness of Sectigo SSL and TrustLogo with your own customers. This 
programme is ideal for hosting companies and ISPs with customers with SSL requirements.
 
Our online management system allows your administrator (and nominated users) to deposit 
funds to be used to purchase SSL Certificates and TrustLogo products for your customers, and 
to run reports on your sales made through the system. The prepayment system ensures you can 
start purchasing products at great discounts quickly and easily.
 
You may use the User Management facility to create new users for your account and specify 
permissions for Users on a granular basis, including certificate issuance, revocation and 
reporting permissions. 
 
Login details:
IPlease find your login details in the email sent by your Account Manager. Should you need 
reminding of these details please contact support@Sectigo.com 

To log into your account, visit www.Sectigo.com and login using at the top right hand corner of 
the website.
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Using the Web Host area: 

Once logged into your account, select the “Web Host Reseller” link as shown:
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Introduction:
The Comodo Web Host Reseller Program gives you the unique ability to integrate the Comodo range of SSL 
certificates and TrustLogos into your own product offerings. In turn, share the benefits and cost-effective-
ness of Comodo SSL and TrustLogo with your own customers. This programme is ideal for hosting compa-
nies and ISPs with customers with SSL requirements.

Our online management system allows your administrator (and nominated users) to deposit funds to be 
used to purchase SSL Certificates and TrustLogo products for your customers, and to run reports on your 
sales made through the system. The prepayment system ensures you can start purchasing products at 
great discounts quickly and easily.

You may use the User Management facility to create new users for your account and specify permissions 
for Users on a granular basis, including certificate issuance, revocation and reporting permissions.

Login details:
Please find your login details in the email sent by your Account Manager. Should you need reminding of these 
details please contact support@comodo.com

To log into your account, visit www.comodo.com and login using at the top right hand corner of the website.

Using the Web Host area:
Once logged into your account, select the “Web Host Reseller” link as shown:
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Introduction:
The Comodo Web Host Reseller Program gives you the unique ability to integrate the Comodo range of SSL 
certificates and TrustLogos into your own product offerings. In turn, share the benefits and cost-effective-
ness of Comodo SSL and TrustLogo with your own customers. This programme is ideal for hosting compa-
nies and ISPs with customers with SSL requirements.

Our online management system allows your administrator (and nominated users) to deposit funds to be 
used to purchase SSL Certificates and TrustLogo products for your customers, and to run reports on your 
sales made through the system. The prepayment system ensures you can start purchasing products at 
great discounts quickly and easily.

You may use the User Management facility to create new users for your account and specify permissions 
for Users on a granular basis, including certificate issuance, revocation and reporting permissions.

Login details:
Please find your login details in the email sent by your Account Manager. Should you need reminding of these 
details please contact support@comodo.com

To log into your account, visit www.comodo.com and login using at the top right hand corner of the website.

Using the Web Host area:
Once logged into your account, select the “Web Host Reseller” link as shown:
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You will be presented with the following page

Endpoint Security Manager 2.0
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You will be presented with the following page

Applying for a Product:
As a web host you can apply for SSL certificates (single domain, wildcard, multi-domain and UCC) and 
TrustLogos on behalf of your customers.

Buying an SSL Certificate:
In order to apply for a new Certificate, select the SSL product name you wish to purchase. This will present 
the first stage of the ordering process – the Certificate Signing Request (CSR) submission page:
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You will be presented with the following page

Applying for a Product:
As a web host you can apply for SSL certificates (single domain, wildcard, multi-domain and UCC) and 
TrustLogos on behalf of your customers.

Buying an SSL Certificate:
In order to apply for a new Certificate, select the SSL product name you wish to purchase. This will present 
the first stage of the ordering process – the Certificate Signing Request (CSR) submission page:

Applying for a Product: 
As a web host you can apply for SSL certificates (single domain, wildcard, multi-domain and 
UCC) and TrustLogos on behalf of your customers.

Buying an SSL Certificate: 
In order to apply for a new Certificate, select the SSL product name you wish to purchase. 
This will present the first stage of the ordering process – the Certificate Signing Request 
(CSR) submission page: 
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Endpoint Security Manager 2.0

Note: The product type and validity period will affect the price charged for the certificate. Please refer to your pricing band 
for your actual buy prices as set  by your Account Manager.

To apply for a certificate:
a) Generate a CSR for your customer’s domain using your web-server (instructional documents to 
help you generate a CSR for your web-server are available from http://support.comodo.com)

b) Copy and paste the CSR into the web form

c) Select from the list the server software used to create the CSR

d) Select the SSL product type

e) Provide your customer’s corporate details

To apply for a certificate:
a) Generate a CSR for your customer’s domain using your web-server (instructional documents  
to help you generate a CSR for your web-server are available from http://support.Sectigo.com)
b) Copy and paste the CSR into the web form
c) Select from the list the server software used to create the CSR
d) Select the SSL product type
e) Provide your customer’s corporate details 
 
Note: The product type and validity period will affect the price charged for the certificate. Please refer to your pricing band
for your actual buy prices as set by your Account Manager.
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The next stage of the application process is Domain Control Validation (DCV). 

Before any certificate can be issued, an applicant must complete Domain Control Validation 
to prove they have control of the domain. There are three ways a web host can complete this 
process – email validation, DNS CNAME hash or HTTP File based. The latter two are known 
as ‘alternative’ DCV methods and make it easier for web-hosts to complete the DCV process 
without involving their end-customers.
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The next stage of the application process is Domain Control Validation (DCV). 

Before any certificate can be issued, an applicant must complete Domain Control Validation to prove they 
have control of the domain. There are three ways a web host can complete this process – email validation, 
DNS CNAME hash or HTTP File based. The latter two are known as ‘alternative’ DCV methods and make it 
easier for web-hosts to complete the DCV process without involving their end-customers.

• Email Validation. The applicant must be able to receive an email sent to an address at the domain for 
which the application is being made. This email will contain a unique validation code that the applicant 
has to paste into a confirmation web-page before the application can proceed. Comodo has developed 
an easy to use, automated system that dynamically retrieves registered email addresses from the Whois 
database. We also provide a set of alternative email addresses. 

• Email Validation. The applicant must be able to receive an email sent to an address at the 
domain for which the application is being made. This email will contain a unique validation code 
that the applicant has to paste into a confirmation web-page before the application can proceed. 
Sectigo has developed an easy to use, automated system that dynamically retrieves registered 
email addresses from the Whois database. We also provide a set of alternative email addresses.
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• DNS CNAME – We generate MD5 and SHA-1 hash values of your CSR which must be entered 
as a DNS CNAME for your domain in this exact format: 
 

• HTTP File - We generate MD5 and SHA-1 hash values of your CSR which you use as the 
filename and content of a .txt file that you upload to your root directory:
 
 
 
 
Note 1: Both SHA1 and MD5 hashes of the CSR your entered in step 1 are clearly listed near the 
bottom of step 3 (see previous screenshot)
 
Note 2: More details on these validation methods can be found at https://support.Sectigo.com/
index.php?_m=knowledgebase&_a=viewarticle&kbarticleid=1367
 
To finish, select the email address or alternative DCV method you wish to use and click 
‘Continue’. If you are unable to use any listed method then select ‘None of the above’ and we will 
contact you to arrange a method of validating domain control.
 
If you are ordering Organization Validated certificates like InstantSSL or EV SSL, the identity of 
the organization will be verified by Sectigo staff prior to issuance of the certificate. You may 
be asked by Sectigo validation staff to submit documentation verifying certain information, 
including verification of the organization’s existence, address and phone number. If you are 
ordering Domain Validated certificates like SectigoSSL then the certificate will be issued as soon 
as the DCV process outlined above is complete.
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• DNS CNAME – We generate MD5 and SHA-1 hash values of your CSR which must be entered as a DNS 
CNAME for your domain in this exact format: 

• HTTP File - We generate MD5 and SHA-1 hash values of your CSR which you use as the filename and 
content of a .txt file that you upload to your root directory:

Note 1: Both SHA1 and MD5 hashes of the CSR your entered in step 1 are clearly listed near the bottom 
of step 3 (see previous screenshot) 

Note 2: More details on these validation methods can be found at https://support.comodo.com/index.php?_
m=knowledgebase&_a=viewarticle&kbarticleid=1367

To finish, select the email address or alternative DCV method you wish to use and click ‘Continue’. If you 
are unable to use any listed method then select ‘None of the above’ and we will contact you to arrange a 
method of validating domain control.

If you are ordering Organization Validated certificates like InstantSSL or EV SSL, the identity of the organi-
zation will be verified by Comodo staff prior to issuance of the certificate. You may be asked by Comodo 
validation staff to submit documentation verifying certain information, including verification of the organi-
zation’s existence, address and phone number. If you are ordering Domain Validated certificates like Como-
doSSL then the certificate will be issued as soon as the DCV process outlined above is complete. 

Filename and upload location Content of .txt file

http://yourdomain.com/<Upper case MD5 hash of CSR>.txt
<SHA1 hash of CSR>   
comodoca.com

<MD5 hash of CSR>.yourdomain.com.  CNAME  <SHA1 hash of CSR>.comodoca.com.

‘Regular’ TrustLogo
for SSL

Corner of Trust
for SSL

Corner of Trust
for EV SSL

Non-SSL version

Buying a TrustLogo:
TrustLogo - Gives the customer the ability to display one or more of the following TrustLogo types on their 
website. The Authentic & Secure and version is allowed to be displayed by SSL customers, the ‘Comodo 
Secured’ and ‘Corner of Trust’ versions are available SSL customers. The ‘Authentic’ version is for non-SSL 
customers.

Card Payment TrustLogo - Gives the customer the ability to display 
the following TrustLogo on their website:

Notes: 
• An activated TrustLogo or Card Payment TrustLogo provides real-time identity assurance, covered by a $10,000 identity 

assurance warranty.
• If a customer has purchased both an SSL Certificate and a TrustLogo for the same domain then they will have the ability to 

display the SSL version of TrustLogo. If the customer has not purchased an SSL Certificate they will only be able to display 
the non-SSL version of TrustLogo.

• Users wishing to purchase a TrustLogo for SSL should simply select ‘Trustlogo’ in this interface. The choice of design is 
made after the purchase process.

• Ownership of an SSL Certificate does not affect purchases of Card Payment TrustLogo.
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• DNS CNAME – We generate MD5 and SHA-1 hash values of your CSR which must be entered as a DNS 
CNAME for your domain in this exact format: 

• HTTP File - We generate MD5 and SHA-1 hash values of your CSR which you use as the filename and 
content of a .txt file that you upload to your root directory:

Note 1: Both SHA1 and MD5 hashes of the CSR your entered in step 1 are clearly listed near the bottom 
of step 3 (see previous screenshot) 

Note 2: More details on these validation methods can be found at https://support.comodo.com/index.php?_
m=knowledgebase&_a=viewarticle&kbarticleid=1367

To finish, select the email address or alternative DCV method you wish to use and click ‘Continue’. If you 
are unable to use any listed method then select ‘None of the above’ and we will contact you to arrange a 
method of validating domain control.

If you are ordering Organization Validated certificates like InstantSSL or EV SSL, the identity of the organi-
zation will be verified by Comodo staff prior to issuance of the certificate. You may be asked by Comodo 
validation staff to submit documentation verifying certain information, including verification of the organi-
zation’s existence, address and phone number. If you are ordering Domain Validated certificates like Como-
doSSL then the certificate will be issued as soon as the DCV process outlined above is complete. 

Filename and upload location Content of .txt file

http://yourdomain.com/<Upper case MD5 hash of CSR>.txt
<SHA1 hash of CSR>   
comodoca.com

<MD5 hash of CSR>.yourdomain.com.  CNAME  <SHA1 hash of CSR>.comodoca.com.

‘Regular’ TrustLogo
for SSL

Corner of Trust
for SSL

Corner of Trust
for EV SSL

Non-SSL version

Buying a TrustLogo:
TrustLogo - Gives the customer the ability to display one or more of the following TrustLogo types on their 
website. The Authentic & Secure and version is allowed to be displayed by SSL customers, the ‘Comodo 
Secured’ and ‘Corner of Trust’ versions are available SSL customers. The ‘Authentic’ version is for non-SSL 
customers.

Card Payment TrustLogo - Gives the customer the ability to display 
the following TrustLogo on their website:

Notes: 
• An activated TrustLogo or Card Payment TrustLogo provides real-time identity assurance, covered by a $10,000 identity 

assurance warranty.
• If a customer has purchased both an SSL Certificate and a TrustLogo for the same domain then they will have the ability to 

display the SSL version of TrustLogo. If the customer has not purchased an SSL Certificate they will only be able to display 
the non-SSL version of TrustLogo.

• Users wishing to purchase a TrustLogo for SSL should simply select ‘Trustlogo’ in this interface. The choice of design is 
made after the purchase process.

• Ownership of an SSL Certificate does not affect purchases of Card Payment TrustLogo.
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Buying a TrustLogo: 

TrustLogo - Gives the customer the ability to display one or more of the following TrustLogo 
types on their website. The Authentic & Secure and version is allowed to be displayed by SSL 
customers, the ‘Sectigo Secured’ and ‘Corner of Trust’ versions are available SSL customers. The 
‘Authentic’ version is for non-SSL customers.

Notes:  

• An activated TrustLogo or Card Payment TrustLogo provides real-time identity assurance, covered by a $10,000 identity
  assurance warranty.
• If a customer has purchased both an SSL Certificate and a TrustLogo for the same domain then they will have the ability to
  display the SSL version of TrustLogo. If the customer has not purchased an SSL Certificate they will only be able to display
  the non-SSL version of TrustLogo.
• Users wishing to purchase a TrustLogo for SSL should simply select ‘Trustlogo’ in this interface. The choice of design is
  made after the purchase process.
• Ownership of an SSL Certificate does not affect purchases of Card Payment TrustLogo.
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• DNS CNAME – We generate MD5 and SHA-1 hash values of your CSR which must be entered as a DNS 
CNAME for your domain in this exact format: 

• HTTP File - We generate MD5 and SHA-1 hash values of your CSR which you use as the filename and 
content of a .txt file that you upload to your root directory:

Note 1: Both SHA1 and MD5 hashes of the CSR your entered in step 1 are clearly listed near the bottom 
of step 3 (see previous screenshot) 

Note 2: More details on these validation methods can be found at https://support.comodo.com/index.php?_
m=knowledgebase&_a=viewarticle&kbarticleid=1367

To finish, select the email address or alternative DCV method you wish to use and click ‘Continue’. If you 
are unable to use any listed method then select ‘None of the above’ and we will contact you to arrange a 
method of validating domain control.

If you are ordering Organization Validated certificates like InstantSSL or EV SSL, the identity of the organi-
zation will be verified by Comodo staff prior to issuance of the certificate. You may be asked by Comodo 
validation staff to submit documentation verifying certain information, including verification of the organi-
zation’s existence, address and phone number. If you are ordering Domain Validated certificates like Como-
doSSL then the certificate will be issued as soon as the DCV process outlined above is complete. 

Filename and upload location Content of .txt file

http://yourdomain.com/<Upper case MD5 hash of CSR>.txt
<SHA1 hash of CSR>   
comodoca.com

<MD5 hash of CSR>.yourdomain.com.  CNAME  <SHA1 hash of CSR>.comodoca.com.

‘Regular’ TrustLogo
for SSL

Corner of Trust
for SSL

Corner of Trust
for EV SSL

Non-SSL version

Buying a TrustLogo:
TrustLogo - Gives the customer the ability to display one or more of the following TrustLogo types on their 
website. The Authentic & Secure and version is allowed to be displayed by SSL customers, the ‘Comodo 
Secured’ and ‘Corner of Trust’ versions are available SSL customers. The ‘Authentic’ version is for non-SSL 
customers.

Card Payment TrustLogo - Gives the customer the ability to display 
the following TrustLogo on their website:

Notes: 
• An activated TrustLogo or Card Payment TrustLogo provides real-time identity assurance, covered by a $10,000 identity 

assurance warranty.
• If a customer has purchased both an SSL Certificate and a TrustLogo for the same domain then they will have the ability to 

display the SSL version of TrustLogo. If the customer has not purchased an SSL Certificate they will only be able to display 
the non-SSL version of TrustLogo.

• Users wishing to purchase a TrustLogo for SSL should simply select ‘Trustlogo’ in this interface. The choice of design is 
made after the purchase process.

• Ownership of an SSL Certificate does not affect purchases of Card Payment TrustLogo.
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In order to apply for a new TrustLogo, click on the TrustLogo product name you wish to 
purchase. This will present the following screen:

a) Enter the customer’s domain name in the following format:
    • *.customersdomain.com/* - use this format if you require your customer’s TrustLogo to be  
       valid on all pages on their domain name and all sub-domains on their domain name
    • www.yourhostdomain.com/customersdomain/* - use this format if your customer’s site is  
      hosted under your web-hosts name, and the customer’s company name is a subdirectory.  
      The TrustLogo will be valid all pages within the specified subdirectory
    • Note: TThe * is critical - depending where it appears, it will specify that you require your  
      TrustLogo to be valid on all sub-domains and / or all pages hosted on your domain name or  
      within the specified subdirectories.
b) Click next: Provide your customer’s corporate details
c) Click next: Choose the validity period for the TrustLogo 

Note: If you apply for both an SSL Certificate and a TrustLogo product for the same company for the same domain on the same 

day, you will be awarded the TrustLogo at the discounted price. Please refer to your Buy Prices for the discounted price.

Endpoint Security Manager 2.0
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In order to apply for a new TrustLogo, click on the TrustLogo product name you wish to purchase. This will 
present the following screen:

a) Enter the customer’s domain name in the following format:

• *.customersdomain.com/* - use this format if you require your customer’s TrustLogo to be valid on all 
pages on their domain name and all sub-domains on their domain name

• www.yourhostdomain.com/customersdomain/* - use this format if your customer’s site is hosted under 
your web-hosts name, and the customer’s company name is a subdirectory. The TrustLogo will be 
valid all pages within the specified subdirectory

• Note: TThe * is critical - depending where it appears, it will specify that you require your TrustLogo 
to be valid on all sub-domains and / or all pages hosted on your domain name or within the specified 
subdirectories.

b) Click next: Provide your customer’s corporate details

c) Click next: Choose the validity period for the TrustLogo

Note: If you apply for both an SSL Certificate and a TrustLogo product for the same company for the same domain on the same 
day, you will be awarded the TrustLogo at the discounted price. Please refer to your Buy Prices for the discounted price.

Paying for Products:
Your account will be debited with the value of the product type and validity period selected upon applica-
tion of the product. Upon receipt of the product application the product will be issued and emailed to your 
Web Host Account Administrator. Providing that the product application contains no invalid or conflicting 
data, Organization Validated certificates and TrustLogos will usually be issued within within 1 working day.
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Paying for Products:
Your account will be debited with the value of the product type and validity period selected upon 
application of the product. Upon receipt of the product application the product will be issued 
and emailed to your Web Host Account Administrator. Providing that the product application 
contains no invalid or conflicting data, Organization Validated certificates and TrustLogos will 
usually be issued within within 1 working day. 
 
Managing Users:
Your Web Host Administrator (Super User) has the ability to add conduct all Web Host functions 
(purchase products, deposit funds, run reports on all transactions) and may add additional 
Users on a discretionary basis. Adding a User prompts the Super User to complete the new User 
details. By default the User will inherit the Super User’s company address unless, optionally, a 
different address is required.

Endpoint Security Manager 2.0
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New User Click to add a new User.

Managing Users:
Your Web Host Administrator (Super User) has the ability to add conduct all Web Host functions (purchase 
products, deposit funds, run reports on all transactions) and may add additional Users on a discretionary basis. 
Adding a User prompts the Super User to complete the new User details. By default the User will inherit the 
Super User’s company address unless, optionally, a different address is required.
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New User Click to add a new User.

Managing Users:
Your Web Host Administrator (Super User) has the ability to add conduct all Web Host functions (purchase 
products, deposit funds, run reports on all transactions) and may add additional Users on a discretionary basis. 
Adding a User prompts the Super User to complete the new User details. By default the User will inherit the 
Super User’s company address unless, optionally, a different address is required.
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Endpoint Security Manager 2.0
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Amend User
Once a user has been 
added, they will be 
displayed in the user 
list. Select the user 
from the user list and 
click Amend User to 
change user details.

Managing User’s Permissions
Selecting the User from the User list will then display the permissions associated with the user.
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Amend User
Once a user has been 
added, they will be 
displayed in the user 
list. Select the user 
from the user list and 
click Amend User to 
change user details.

Managing User’s Permissions
Selecting the User from the User list will then display the permissions associated with the user.

Managing User’s Permissions
Selecting the User from the User list will then display the permissions associated with the user.
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Refunds:
Please contact Sectigo directly should you require a refund.
 
Your Current Buy Prices:
Click the “View your Current Buy Prices” to display a summary table containing your current buy 
prices as set by your Account Manager. 

Note that TrustLogo products will display 2 prices – one for “With SSL” and one for “Without 
SSL”. “With SSL” price will be awarded if a TrustLogo and an SSL Certificate are purchased on the 
SAME day for the SAME domain name and the SAME company name. “Without SSL” will price be 
charged if a TrustLogo purchase falls outside of the “With SSL” conditions. 

Depositing Additional Funds:
Your Reseller Account operates on a prepayment system. You may top up your account at any 
time with additional funds by selecting “Deposit Funds”. Please note that the current user must 
have sufficient permissions as determined by the Administrator in order to deposit funds.
 
Also Becoming a Reseller:
As a validated Web Host you may also join the Reseller program without depositing additional 
funds. To add Reseller abilities to your account visit www.instantssl.com and follow the 
Resellers link. Click on the Resellers link and then choose to Join the Program. You will then be 
prompted to either login or choose “New” – login and complete the 1 page form. Your account 
will then be updated with Reseller abilities.
 
Alternatively, you may follow the below link and sign up directly from here: https://secure.
Sectigo.net/products/frontpage?area=reseller&ap=instantssl

Purchase: Placing a tick in the Purchase column
next to each product type (SSL Certificates &
TrustLogos) dictates whether the user may buy
these products. 

Run Report: Placing a tick in the Run Report box

allows User to run reports on all product types
made by all Users. 

Deposit Funds: Placing a tick in the Deposit Funds
box permits the user to deposit additional funds into
the Web Host account. 
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Promotional Material:
Please visit http://www.Sectigo.com/products/banners.php and http://www.instantssl.com/
ssl-certificatesupport/reseller/promo/ssl-certificate-index.html for a collection of promotional 
material and creative content that you may use under the license of your Web Host Agreement.
 
Getting Help:
Should you have any questions regarding your Web Host account please do not hesitate to 
contact our support department, we will be happy to assist you in any matter.  
Email: support@Sectigo.com 
 
About Sectigo
In an ever-expanding digital universe full of mounting security threats, Sectigo (formerly Comodo 
CA) is the web security partner best-equipped with the industry expertise and innovative 
technologies to help customers across the globe protect, monitor, recover, and manage their 
web presence and connected devices so that companies can have the confidence to seize their 
futures in the digital age.

A partner trusted by enterprises globally for more than 20 years, Sectigo provides digital identity 
solutions for businesses of all sizes, protecting their employees, customers, intellectual property, 
and overall brands from online threats. As the largest commercial Certificate Authority, with 
more than 100 million SSL certificates issued across 150 countries, Sectigo has the proven 
performance and experience to meet the growing needs of securing today’s digital landscape.

 
Email:
Partners@Sectigo.com 


