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Managing Microsoft CA
Certificates With Sectigo

Sectigo Certificate Manager (SCM) provides complete visibility and lifecycle control over
Microsoft certificates alongside your other private and public certificates. With direct
integration into Microsoft Certificate Authority (MSCA), Sectigo delivers a modern approach to
issuing and managing any certificate across your business, all from a single platform.

Benefits of Using Sectigo’s MSCA Solution:
Continuous discovery and management of all digital certificates
(Microsoft and other Public & Private certificates)
Control new volumes of certificates used for identification and authorization using
Active Directory Certificate Services (ADCS)
Leverage existing investment in ADCS with enhanced capabilities
Superior automation for installation and renewal
Deploy certificates to secure non-Microsoft use cases
Enforce consistent certificate policies across the enterprise

USING SECTIGO CERTIFICATE MANAGER WITH ADCS

Certificate-based identification and authorization using Microsoft's Active Directory Certificate
Services (ADCS) are the most common use cases for using MSCA. Deploying Microsoft ADCS
in a standalone or redundant configuration is best practice to ensure fraudulent certificates
cannot be created. However, this creates additional costs for infrastructure and ongoing
maintenance by a PKI expert. With SCM, customers can issue certificates from their existing
ADCS deployment, maximizing their investment without increasing costs. The ADCS instance
located on-premise can be managed from the cloud directly through SCM, enabling customers
to automate the management, control, installation, and renewal of their MSCA certificates.

With the new remote workforce environment using non-corporate-issued devices, ADCS
cannot provide visibility and control over certificates used on devices outside the corporate
network. SCM solves this challenge with the ability to request and deploy certificates from
MSCA to any Windows device on or outside the corporate domain.
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ABOUT SECTIGO

Sectigo is a leading provider of digital certificates and automated certificate lifecycle management
solutions to leading brands globally. As one of the longest-standing and largest Certificate Authorities (CA),
Sectigo has over 20 years of experience delivering innovative security solutions to over 700,000 businesses
worldwide. With certificates in use across all touch-points in today's enterprise - from servers to devices,
email, DevOps, loT, and more - Sectigo helps you save time, save money and reduce risks with our award-
winning certificate management solution.
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